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Republic of Latvia

State Revenue Service

Instruction No. 1

Adopted 13 March 2006
Agreement on the Signing of Electronic Documents with an Electronic Signature, Using the Services of the Electronic Declaration System of the State Revenue Service, and the Provision of These Services
Issued pursuant to Section 72, Paragraph one, Clause 2 of the

State Administration Structure Law

I. General Provisions

1. The purpose of the Instruction is to specify the way in which the State Revenue Service shall reach an agreement on the signing of electronic documents with the electronic signature and the use of other services of the electronic declaration system (hereinafter – EDS) with a natural person or a legal person, or an institution (hereinafter – client) by entering into the contract “On the Signing of Electronic Documents with an Electronic Signature, Using the Services of the Electronic Declaration System of the State Revenue Service”, as well as determine the manner in which the State Revenue Service shall ensure client support functions. 

2. The terms defined in the contract “On the Signing of Electronic Documents with an Electronic Signature, Using the Services of the Electronic Declaration System of the State Revenue Service” (hereinafter – contract) (Annex) shall be used in the Instruction pursuant to their meaning in the contract.

II. Entering into and Termination of the 
Contract and Processing of Submissions
3. The State Revenue Service shall reach an agreement with a client regarding the signing of electronic documents with an electronic signature in accordance with the specifications of the regulatory enactments ensuring the legal status of electronic documents.

4. The Director-General of the State Revenue Service shall approve by an order a list of authorised persons who have the right to enter into a contract with a client on behalf of the State Revenue Service.

5. A director of a territorial office of the State Revenue Service or the Large Taxpayers Board shall determine the responsible persons who according to the entered into contract shall register clients and users of the EDS, issue the user identifiers consisting of a string of characters for recognition in the EDS and a password, register changes to the data of users and the termination of a contract.

6. Upon the receipt from a client of a completed and signed contract in two copies and a submission in free form or in a form suggested by the State Revenue Service, in which all the necessary information regarding users of the EDS and their requested authorisation is indicated, the territorial office of the State Revenue Service or the Large Taxpayers Board shall, within five working days, examine it and provide an answer.

7. If the submission and the contract is accepted, the territorial office of the State Revenue Service or the Large Taxpayers Board shall organise signing of the contract and the sending of one signed copy to the client, as well as register the users indicated in the submission of the client of the EDS and send the identifiers and passwords necessary for the utilisation of the EDS to the electronic mail addresses indicated in the submission.

8. If the submission and contract is not accepted, the territorial office of the State Revenue Service or the Large Taxpayers Board shall send the client a justified refusal to enter into the contract.

9. A structural unit of the State Revenue Service shall commence the implementation of the contract from the time when both parties have signed it.

10. The entered into contract shall be deemed terminated from the date which is indicated in a written or, if using the possibilities of the EDS, electronically signed request of the client. If the entered into contract is terminated upon the initiative of the State Revenue Service, the contract shall be deemed terminated from the date indicated in the notification of the State Revenue Service regarding termination of the contract.

11. Upon the receipt of a request regarding termination of the contract, the responsible officials of the territorial office of the State Revenue Service or the Large Taxpayers Board in which the client has registered as a taxpayer shall ensure registration of the termination of the contract in the EDS with the date specified in the request and send the client a letter regarding termination of the contract.

12. In receiving a completed and signed submission of a previously registered client regarding changes to the list of the EDS users and granting of an authorisation, the territorial office of the State Revenue Service or the Large Taxpayers Board shall, within five working days, register the necessary changes in the EDS and send the manager of the client’s rights a notification regarding the changes made and, where appropriate, send the identifiers and passwords of the new users of the client to the electronic mail addresses specified in the submission.

III. Deadlines for the Submission of Electronic Documents
13. Deadlines for a client to submit electronic documents to the State Revenue Service shall correspond to the deadlines for the submission of documents to be submitted according to general procedures.

14. Responsibility for a delayed submission of electronic documents shall be determined pursuant to the regulatory enactments in force.

IV. Restoration of a Password, Suspension of the 
Creation of an Electronic Signature and of the Utilisation of Verification Data
15. According to the entered into contract upon the request of a user made by telephone, the responsible person of the State Revenue Service shall send a new password to the electronic mail address of the user specified in the submission during the telephone conversation or immediately afterwards if, concurrently, the following conditions are observed:

15.1. the expiry date of the rights of the user has not set in;

15.2. the user has correctly named his or her personal identification number;

15.3. the user correctly answers the confidential question which he or she has indicated during the change of the password; and

15.4. the user has confirmed that the electronic mail address of the user named by the responsible official of the State Revenue Service is correct.

16. According to the entered into contract upon the request of a user made by telephone, the responsible person of the State Revenue Service shall cancel the verification data of the electronic signature of the user, which are used by the EDS for verification of the validity of the electronic signature, during the telephone conversation or immediately afterwards and suspend the utilisation of data for the creation of an electronic signature if, concurrently, the following conditions are observed:

16.1. the user has correctly named his or her personal identification number;

16.2. the user has confirmed that the electronic mail address named by the responsible official of the State Revenue Service is correct; and

16.3. the user correctly answers the confidential question which he or she has indicated during the change of the password.

17. If necessary, the responsible person of the State Revenue Service has the right to also ask additional questions in order to verify the identity of the user.

18. If the user is not able to correctly answer the questions asked by the responsible person of the State Revenue Service during the telephone conversation, the responsible person shall issue a new password or cancel the verification data of the electronic signature of the user and perform restoration of the utilisation of data for the creation of an electronic signature only upon a written request submitted by the client – natural person – to the territorial office of the State Revenue Service according to the address of the declared place of residence or upon a written request submitted by the client – legal person – to the territorial office of the State Revenue Service, in which he or she has registered as a taxpayer, or to the Large Taxpayers Board.

19. If the electronic mail address of the client has changed, issuance of a new password shall be possible only after the registration of a new submission regarding specification of the list of the EDS users and granting of an authorisation in the EDS.

20. According to the entered into contract upon a written request of a user, the responsible person of the State Revenue Service shall, within five working days after receipt of the respective request, send the user a new password to the electronic mail address of the user indicated in the submission or cancel the verification data of the electronic signature of the user and suspend the utilisation of data for the creation of an electronic signature.

 

 

Co-ordinated with the Ministry of Finance on 8 March 2006.

 

Co-ordinated with the Ministry of Justice on 6 March 2006.

 

 

Director-General of the State Revenue Service 


Dz. Jakāns

Annex

to Instruction No. 1 of the 
State Revenue Service

13 March 2006

Contract No.

On the Signing of Electronic Documents with an Electronic Signature, Using the Services of the Electronic Declaration System of the State Revenue Service

____ _____________ 20____

(place)

The following Contract is entered into by and between the State Revenue Service, hereinafter referred to as the SRS, represented by ____________________________ who operates on the basis of the order of the Director-General of the SRS _______________________________ and ____________________________________________________________________,

(given name, surname of the natural person or name of the legal person or institution)

[ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] , hereinafter referred to as the Client, both parties

(personal identity number or the TPR code)

hereinafter referred to as the Parties.

I. Terms used in this Contract

The Parties agree that the terms specified henceforth shall have the following meaning within the framework of this Contract.

1. Electronic document – electronic data which are submitted using the functionality of the electronic declaration system of the State Revenue Service (hereinafter – EDS) and which contain the information of the declaration, report, tax calculation or a document of another type and additional details in accordance with the regulatory enactments governing the circulation of electronic documents.

2. User – a natural person specified by the Client who has been granted the right to use the EDS.

3. Rights manager – a user specified by the Client to whom the right to specify and/or change the rights of other users of this Client has been granted.

4. Signatory – a user who has the right of representation of the Client to sign specific types of document and the data for the creation of an electronic signature. The EDS automatically determines whether a specific user may be the signatory of the specific type of document, using the information available to the SRS if necessary.

5. Authentication – procedure which ensures verification of the identity of the user.

6. Electronic signature – electronic data that are attached to or logically associated with the submitted electronic document, ensure the authenticity of the electronic document and confirm the identity of the signatory.

7. Data for creation of an electronic signature – unique data created using the EDS, which the signatory uses in order to create an electronic signature.

8. Verification data of an electronic signature – data, which are used by the EDS in order to verify the validity of an electronic signature.

9. File – a computer file, data set, which is regarded and identified as a whole during the storage, forwarding or processing.

10. Identifier of the user – a string of characters for the recognition of the user in the EDS.

11. Password – a string of characters known only to the user and which is used for authentication of the user in the EDS.

II. Subject Matter of the Contract

12. According to this Contract the Parties agree on the procedures by which the Client shall sign electronic documents with the electronic signature and submit such documents to the SRS, using the EDS, as well as on the procedures by which the Client shall use and the SRS provide other services included in the EDS.

III. Process of Electronic Signing
13. Appending of the electronic signature to the electronic document submitted to the EDS shall take place when the signatory who has the right to sign the particular type of document begins the signing of the document after successful authentication when working with the system.

14. If the signatory has the right to sign the particular type of document, however, the data for the creation of electronic signature have not yet been issued to the signatory or have been cancelled upon the request of the signatory, then:

14.1. the EDS shall generate both the data for the creation of the electronic signature and the verification data of the electronic signature for the signatory, upon commencing the signing of the document;

14.2. data for the creation of an electronic signature shall be automatically downloaded and stored in the workstation of the signatory as a file in the directory indicated by the signatory. Concurrently, verification data of the electronic signature shall be stored in the EDS data base together with a reference to the particular signatory; and

14.3. after the issuance of the data for the creation of an electronic signature to the signatory, he or she shall electronically sign the document submitted to the EDS, using the file with the data for the creation of an electronic signature.

15. The correctness of an electronic signature and the data for the creation of an electronic signature shall be verified by calculating a checksum of data unequivocally corresponding to the content of the electronic document stored in the EDS data base and comparing it with the checksum which is stored in the data base together with the document.

IV. Rights and Duties of the Parties
16. The SRS shall undertake:

16.1. to provide the user with access to the EDS and a user’s manual of the system on the Internet home page of the SRS;

16.2. to issue the identifier and the password necessary for the utilisation of the EDS and to send it to the electronic mail address of the user indicated in the submission of the Client;

16.3. to ensure the signatory with the issuance of the data for the creation of an electronic signature, which must only be used within the framework of this Contract;

16.4. to provide the user with an opportunity to use the EDS after the successful authentication of the user;

16.5. to accept the electronic documents, which are received from the user via the EDS, for processing and verification, as well as to provide other services implemented by the EDS if a successful authentication of the user has taken place;

16.6. to send the signatory a notification regarding acceptance or rejection of the electronic document approved and submitted by the signatory, informing regarding the reason of rejection in case of rejection, by using the electronic mail address indicated by the Client in the submission of the Client;

16.7. upon a request of the user made by telephone, identifying the user by the personal identity number, the answer to the confidential question provided by the user and other information at the disposal of the SRS and the user, to perform the following activities:

16.7.1. to send a new password to the identified user if the expiry date of the rights of the user has not set in. The password shall be generated in the EDS and sent to the electronic mail address of the user indicated in the submission of the Client;

16.7.2. to cancel the verification data of the electronic signature of the identified user and to suspend the utilisation of the data for the creation of the electronic signature if such have been granted to him or her;

16.8. to send the user a new password to the electronic mail address indicated by the user in the submission or to cancel the verification data of the electronic signature of the user and to suspend the utilisation of the data for the creation of the electronic signature upon a written request of the Client;

16.9. to inform the Client regarding novelties and the planned disruptions of operation of the EDS, using the Internet home page of the SRS;

16.10. to deny the user an option to connect to the EDS as a representative of the Client and to use the services implemented by the EDS, representing this Client, after the expiry date of the rights of the user specified in the submission of the Client; and

16.11. to terminate this Contract and to discontinue the provision of services of the EDS to the Client, as well as to deny the users of such Client an option to connect to the EDS as representatives of the Client and to use the services implemented by the EDS, representing this Client, upon a written request of the Client.

17. The SRS has the right:

17.1. to unilaterally terminate this Contract by warning the Client in writing one month in advance;

17.2. not to perform the activities referred to in Sub-article 16.7, which are requested by the user by telephone, if the SRS has suspicions regarding the identity of the user; and

17.3. to block access of the user to the EDS if the password of this user was entered incorrectly three consecutive times.

18. The Client shall undertake:

18.1. to ensure the utilisation of the received data for the creation of an electronic signature only for the signing of electronic documents to be submitted to the EDS pursuant to the provisions of the Contract;

18.2. to ensure the storage and secrecy of the identifiers and passwords necessary for the utilisation of the EDS, as well as the regular change of passwords (not less than once every two months). If a password of the user has become known to a third party, to connect immediately to the EDS and change the password;

18.3. to ensure the observance of the storage and secrecy of the data for the creation of an electronic signature necessary for the effective utilisation of the EDS. If there is a reason to believe that data for the creation of an electronic signature have become known to a third party or have been used without the knowledge of the signatory, the signatory has a duty to request the SRS by telephone to cancel the verification data of the electronic signature and to suspend the utilisation of the data for the creation of the electronic signature without delay;

18.4. to ensure the functioning of the electronic mail addresses indicated in the submission of the Client and the ability to receive the notifications sent by the EDS; and

18.5. to notify the SRS without delay regarding any difficulties, which have occurred during the utilisation of the EDS by sending a submission to the electronic mail address eds@vid.gov.lv, specifying as precisely as possible a description of the information included in the body of the letter in the title of the letter (in the box “Subject”), or by calling the telephone numbers, which are indicated on the Internet home page of the SRS for asking questions regarding the EDS.

19. The Client has the right:

19.1. to submit electronic documents, which are signed electronically by the SRS, using the opportunities of the EDS;

19.2. to make changes to the list of users, their authorisation and other data by submitting a submission regarding changes to the list of users of the EDS and granting of the authorisation;

19.3. in case if according to the conditions of Sub-paragraph 17.2 the SRS refuses to perform the activities requested by the user by telephone, to request the performance of these activities in writing. The Client – natural person shall submit the written request to the territorial office of the SRS according to the address of the declared place of residence and the Client – legal person shall submit it to the territorial office of the SRS, in which he or she has registered as a taxpayer, or to the Large Taxpayers Board; and

19.4. to terminate this Contract by submitting a written request to the SRS at least one month in advance. The Client – natural person shall submit the request to the territorial office of the SRS according to the address of the declared place of residence and the Client – legal person shall submit it to the territorial office of the SRS, in which he or she has registered as a taxpayer, or to the Large Taxpayers Board.

V. Responsibility of the Parties

20. The SRS shall not be responsible for the possible inaccuracies and errors in electronic documents of the Client if they have not occurred due to the fault of the SRS.

21. The SRS shall not be responsible for losses incurred by the Client if unauthorised persons have obtained an opportunity to use the EDS without permission due to the carelessness or intentional activity of the Client.

22. The SRS shall not be responsible for unplanned disruptions in the operation of the EDS if they have occurred due to communication disturbances or other technical reasons.

23. The SRS shall not guarantee the Client an option to submit any document provided for in regulatory enactments as an electronic document, using the EDS.

24. The SRS shall guarantee the preservation of confidentiality after receipt of a document.

25. The Parties shall be released from the responsibility for complete or partial non-fulfilment of the liabilities specified in the Contract if such non-fulfilment has occurred as a result of force majeure circumstances after the date of entering into the Contract, such as a disaster or calamity which was impossible neither to foresee nor prevent. Such force majeure circumstances shall include events which fall outside the control and responsibility of the Parties:

25.1. natural disasters, fire, flood, other cataclysms, social conflicts (strikes, boycotts, lockouts), bankruptcies, war and warfare;

25.2. regulatory enactments and instructions adopted by the national authorities and administrative institutions of Latvia, as well as local government institutions, which are binding to the Parties.

26. The Party, the fulfilment of contractual liabilities of which has been affected by the force majeure circumstances, shall inform the other Party without delay within five working after occurrence of such circumstances and append a confirmation to the notification, which is issued by competent authorities and contains the confirmation and description of the referred to circumstances.

27. The Parties shall be released from the responsibility in accordance with Paragraph 25 only for the time period during which the force majeure circumstances exist. If such circumstances continue for more than two months, each contracting party has the right to refuse the fulfilment of this Contract due to the impossibility of fulfilment thereof.

VI. Procedures for Settlement of Disputes
28. The Parties shall agree to settle the disputes, which are related to the fulfilment of this Contract, through negotiations.

29. If all attempts to willingly settle disputes fail to achieve a result that is acceptable to both Parties, the dispute will be brought before the court in accordance with the procedures specified in the regulatory enactments of the Republic of Latvia.

VII. General Provisions

30. Any legal relationships arising from this Contract that are not mentioned in this Contract, shall be governed in accordance with the norms of the regulatory enactments in force.

31. The Contract shall come into force on the day when both Parties have signed it.

32. Within five working days after submitting to the SRS a submission signed by the Client regarding specification of the list of users of the EDS and granting of an authorisation, the identifier and password of each user, necessary for the utilisation of the EDS, shall be sent to electronic mail address of each user indicated in this submission if the Contract has entered into effect and the Client is not sent a substantiated refusal.

33. The Contract entered into by and between the SRS and the Client shall be deemed terminated from the date indicated in a written or, using the possibilities of the EDS, electronically signed request of the Client. If the Contract entered into by and between the SRS and the Client is terminated upon the initiative of the SRS, the Contract shall be deemed terminated from the date indicated in the notification of the SRS regarding termination of the Contract.

34. Amendments and supplements to this Contract shall be in effect if they are drawn up in writing and are signed by both Parties.

VII. Address and Details of the Parties

	On behalf of the SRS
	 
	Client
	 

	Given name, surname
	 
	Name of legal person

Given name, surname of natural person
	 

	Address
	 
	Address
	 

	TPR code
	 
	TPR code (for a natural person – personal identity number)
	 

	Telephone
	 
	Telephone
	 

	Fax
	 
	Fax
	 

	Electronic mail address
	 
	Electronic mail address of the Client
	 

	 
	Place for a seal
	 
	Place for a seal

	 
	(signature)
	 
	(signature)

	 
	(given name, surname of the signatory)
	 
	(given name, surname)
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